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**** START OF CHANGES ****

6.9.X	Security handling in registration with AMF reallocation via RAN reroute

6.9.X.1	General
In this procedure the security context is protected before being re-routed via RAN together with the Registration Request (RR) message. The protection utilizes the NSSF as a trusted NF by both the initial and the target AMF. The NSSF belongs to the operator who deploys different slices and is assumed to serve all the slices offered by the operator. 
6.9.X.2	Procedures
The initial AMF protects the security context or the potentially horizontally derived security context with an encryption key generated by the NSSF. Then the initial AMF sends both the Registration Request (RR) and a protected 5G NAS security context container (includes the security context along with the keyAmfHDerivationInd indicator if needed and potentially UL/DL NAS COUNTs) to the target AMF via RAN.  




Figure 6.9.X.2-1: AMF re-allocation with NAS message and 5G NAS security context re-route via RAN 
Figure 6.9.X.2-1 shows the steps: 
1.	Steps 2-6b of the registration with AMF re-allocation described in TS 23.502 [8], clause 4.2.2.2.3.
2.	The initial AMF based on local policy and subscription information, decides to reroute the RR message to a target AMF via RAN.The initial AMF shall request protection key material from the NSSF for the purpose of the AMF re-allocation and shall provide the complete Registration Request and the target AMF set or target AMF address(es) as input. 
3.	The NSSF shall use one or more of the provided inputs in Step 3 to generate an integrity key KAMFREAL_INT, key KAMFREAL_ENC and a key identifier KAMFREAL_ID. The NSSF shall store the key, key identifier and the provided input (complete Registration Request, target AMF (set)address(es)). The details of key generation and key identifier generation on the NSSF are left to implementation.
4.	The NSSF responds with the KAMFREAL_INT, AMFREAL_ENC and a key identifier KAMFREAL ID. 
5 .	The initial AMF optionally performs horizontal KAMF derivation of K KAMF -0 to generate a new K KAMF -1. The option to perform horizontal KAMF derivation depends on local configuration and whether the old AMF has performed horizontal key derivation. If the initial AMF is configured to perform horizontal key derivation the initial AMF only performs horizontal key derivation if the old AMF does not perform one. If the initial AMF is not configured to perform horizontal key derivation then the initial AMF does not perform any horizontal key derivation. This step would ensure that the target AMF has no access to the KAMF-0 key used by the initial AMF. If the Initial AMF performs horizontal KAMF derivation then the initial AMF resets the corresponding uplink and downlink NAS COUNTs.
NOTE 1:	If the initial AMF does not perform horizontal key derivation backward security between the initial AMF and the target AMF is not provided. However backward security between the old AMF and the target AMF is provided. 
6.	The initial AMF shall encrypt the security context (including KAMF-0 or KAMF-1), the keyAmfHDerivationInd indicator and potentially other parameters (e.g. UL/DL NAS COUNTs if horizontal key derivation was performed in Step 5) with the KAMFREAL_ENC and shall create a protected 5G NAS security context container. The initial AMF may integrity protect the 5G NAS security context container using the integrity protection key and KAMFREAL_INT obtained by the NSSF in step 4. The Initial AMF shall use the NAS integrity and ciphering algorithms for protecting the 5G NAS security context container.   
7.	The initial AMF shall forward the complete Registration Request message, the protected 5G NAS security context container, the KAMFREAL ID and potentially other parameters (e.g. AMF address(es)) to the RAN.
8.	The RAN shall forward the complete Registration Request message, the protected 5G NAS security context container, the KAMFREAL ID to the target AMF.
9.	The target AMF shall request the protection keys (KAMFREAL_INT, KAMFREAL_ENC) from the NSSF by providing the complete Registration Request and the KAMFREAL ID to the NSSF. 
10.	The NSSF shall verify that the target AMF is included in the target AMF set or the target AMF address matches one of the target AMF addresses provided by the initial AMF. If the verification is successful, the NSSF shall respond to the target AMF with the protection keys (KAMFREAL_INT, KAMFREAL_ENC) and shall delete the keys and key identifiers (KAMFREAL_INT, KAMFREAL_ENC,  KAMFREAL ID).
11.	The target AMF shall decrypt the protected 5G NAS security context container using the key KAMFREAL_ENC,. If the 5G NAS security context container is also integrity protected the target AMF shall verify the protected 5G NAS container using the key KAMFREAL_INT.
12.		After decrypting the security context, 
	if SUCI is included in the Registration Request, the target AMF shall skip step 11 (as no additional information about established PDU sessions etc. is stored in the old AMF). 
	If a 5G-GUTI is included in the Registration Request and the target AMF has received a 5G NAS security context and potentially a keyAmfHDerivationInd indicator, then: 
-	If there is no connectivity between the target AMF and old AMF, the target AMF shall skip step 11 (as any additional information about established PDU sessions etc. stored in the old AMF cannot be retrieved by the target AMF). 
- If there is connectivity between the target AMF and the old AMF, the target AMF shall fetch any additional information about established PDU sessions etc. stored in the old AMF. 
13.	If the target AMF has received the keyAmfHDerivationInd indicator, then the target AMF shall run a NAS SMC procedure with the UE, to take the new KAMF-1 key into use with the UE. 
14.	The target AMF shall initiate a new primary authentication with the UE to generate a new KAMF-2. The new primary authentication procedure is protected by the KAMF-1. This step would ensure that the initial AMF has no access to the new KAMF-2 key generated between target AMF and the UE. 
	The target AMF shall determine that a NAS re-route via RAN has taken place and the target AMF shall use the KAMF-1 only for the purpose of sending protected NAS Security Mode Command and Authentication Challenge/Request to the UE, and for receiving the protected NAS Security Mode Complete and Authentication Response from the UE. 
15-16.	The target AMF shall perform a new NAS SMC procedure with the UE to take the new KAMF-2 into use with the UE. The target AMF shall include the request to the UE to include the complete Registration Request message in the NAS Security Mode Complete message by setting the flag "request initial NAS flag" in the NAS Security Mode Command message.  The UE includes the complete Registration Request message (sent in step 1) in the NAS Security Mode Complete message to the target AMF. The target AMF shall take the Registration Request message received in NAS Security Mode Complete message into use and drop the Registration Request message rerouted via RAN. 


**** END OF CHANGES ****
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